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ABSTRACT:  Malicious email attachments remain one of the most prevalent and successful vectors for cyberattacks 
in today's interconnected digital landscape. Cybercriminals and advanced persistent threat (APT) actors often craft 
highly targeted and deceptive attachments by leveraging publicly available information about potential victims. These 
attachments are designed to appear legitimate, embedding hidden malicious payloads that can compromise systems 
when opened through vulnerable applications. As a result, users are at a heightened risk of infection simply by 
interacting with seemingly harmless documents. Current defense mechanisms—ranging from traditional antivirus 
scanning to user awareness training—are often insufficient, as they depend on signature-based detection or human 
vigilance, both of which can fail in the face of sophisticated obfuscation or social engineering tactics. To address these 
shortcomings, we propose a novel and proactive approach: a default policy of isolated attachment rendering. In our 
system, called PellucidAttachment, all email attachments are automatically processed within a sandboxed virtual 
machine environment, where they are converted into static, non-interactive renderings. This ensures that users can 
safely preview the contents of an attachment without executing any potentially harmful code. Should the user choose to 
access the original file, they are presented with a clear and deliberate warning—similar to the TLS certificate warnings 
in modern web browsers— informing them of the possible risks involved. This warning mechanism not only serves as a 
deterrent but also encourages informed decision-making. To validate our approach, we developed a full implementation 
of PellucidAttachment and conducted an extensive user study to evaluate its effectiveness in real-world scenarios. Our 
results demonstrate that this isolation-by-default strategy, combined with strong and intuitive security indicators, 
significantly enhances user protection against malicious attachments. Importantly, this increased security is achieved 
without compromising the overall usability of the email experience. Our findings underscore the importance of 
rethinking traditional attachment handling methods and adopting proactive security mechanisms that empower users 
while minimizing risk. PellucidAttachment represents a practical and user-centric advancement in email security that 
could greatly reduce the attack surface exploited by modern malware campaigns.  
   
KEYWORDS: Email Security, Malicious Attachments, Cybersecurity, Sandboxing, Virtual Machine, Attachment 
Isolation, Phishing Protection, User Awareness, Malware Mitigation.  
  

I. INTRODUCTION 

 

Mail  is an essential communication tool. Email is used heavily for a wide range of activities such as sending out 
meeting invites, bills, receipts, and news articles. Often, documents are attached to emails, and the user is required to 
open this attachment to access the contents of the artifact.  
 

Unfortunately, documents and links embedded in emails are a serious attack surface against users. Today, attackers 
exploit vulnerabilities in software that processes the content from these attachments to infect the targeted machine with 
malicious code. That is, once the victim opens the delivered attachment, an existing vulnerability (e.g., a use-after-free) 
can be exploited to execute arbitrary code on the victim’s machineexisting vulnerability (e.g., a use-after Email-based 
attacks are often highly effective and successful. As a result, email is one of the main vectors for launching targeted 
attacks against specific victims. For example, it is widely reported that the Democratic National Committee 
wvulnerability (e.g., a use-after Emailbased attacks are often highly effective and successful. As a result, email is one of 
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the main vectors for launching targeted attacks against specific victims. For example, it is widely reported that the 
Democratic National Committee was hacked using such targeted, spear phishing emails   
 

As email-based attacks are very successful in allowing attackers to compromise endpoints and gain an initial foothold 
freexploitedexecute arbitrary code on the victim’s machine   
 

Email-based attacks are often highly effective and successful. As a result, email is one of the main vectors for launching 
targeted attacks against specific victims. For example, it is widely reported that the Democratic National Committee 
was hacked using such targeted, spear phishing emails  
As email-based attacks are very successful in allowing attackers to compromise endpoints and gain an initial foothold 
for launching further attacks, this raises the question: What makes these attacks so successful in practice? The 
straightforward answer to this question is that users are typically not qualified to make security decisions regarding 
attachments they receive, often do not have updated systems, and often end up opening attachments that are highly 
risky. While deception techniques used by attackers such as persuasion, gain/loss framing  affect the success of a 
phishing email, emotional intelligence or salience, cognitive motivation, personality, and mood also play big roles in 
users’ decision making process . In fact, it is often difficult for a typical user to assess which attachments are riskier 
than others. That is, until an attachment has been downloaded and opened, a victim might not be able to easily 
determine if the attachment is a spear phishing attempt, or  a 
legitimateartifactsentbysomeonethatthevictimknows.Hence, to check the contents of an attachment, a user is typically 
left with the sole choice of opening the attachment and attempting to read its contents.  
 

Recognizing a malicious email might be difficult even for an expertuser.Whileitistruethatsomeemailsmighthavetracesof 
malicious behavior such as a suspicious-looking email sender or poor word choice in the subject , many malicious 
emails can appear very authentic. Although training users to spot phishing emails is helpful , spear phishing emails are 
very challenging to detect for most users. Particularly in attacks where the email sender imitates a trusted user, victims 
are prone to downloading and opening any attachments.  
 

In spear phishing attacks, the attacker leverages information about the victim to tailor the attack email to improve the 
chance that the victim will click on the email attachment and open it. It has been reported that sophisticated targeted 
attacks (i.e., AdvancedPersistentThreats(APTs))oftencontainaspearphishing component . Hence, it is clear that 
mechanisms are needed that can protect users against malicious attachments.  
 

Existing solutions that use signatures and anti-virus scanning results rely on detection of malicious content before the 
delivery of the email attachments and leave the user vulnerable to undetected malicious content . Motivating from this 
we wanted to solve this issue by designing a user oriented approach where the user can view the contents of the  
attachmentsandmakeaninformeddecisionbeforedownloading the attachment.  
 

In thispaper,weproposeanoveltechnicalapproachtoprotect users against malicious attachments. The important 
component of our approach is that converting the email attachment to an 
imageformatandattachingthisimagetotheemail,givestheuser the opportunity to check the contents of an attachment 
without exposing themselves to malicious code. That is, users are able to peer into the contents of an attached document 
(e.g., a malicious PDF file) without having to download it, open it, and potentially be compromised. By converting 
potentially malicious files to a different format (e.g., converting a Word document to a PNG image), we remove the 
exploit code from the artifact and render it safe. The user can examine the contents and then interact with the original 
attachment only after having had a chance to check the authenticity and validity of the contents. This visual inspection 
prior to reaching the original content allows user to avoid downloading malware.  
 

In order to evaluate the usability and effectiveness of our technique we sought to answer two research questions; RQ1: 
”Does PellucidAttachment ’s rewriting capability prevent otherwise successful attacks?” and RQ2: ”Does  
PellucidAttachment improve the security of email users?” and we conducted a user study with 60 participants. The aim 
of the user study is to test the hypothesis that our proposed approach improves users’ security decisions. Our findings 
show that our proposed technique is a minimal addition to existing email security systems, and has significant security 
benefits for users in avoiding malicious attachments.  
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In summary, this paper makes the following contributions:  
We present a novel approach for protecting users against malicious email attachments that we call PellucidAttachment . 
Our proposed technique automatically renders attachments into safe PNG images, and replaces the original attachment 
with the generated image. The conversion gives users the chance to distinguish between a benign attachment and a 
malicious one without having to open the attachment and  
  
potentially be compromised. We empirically evaluated our approach with 39 real-world malicious attachments. We 
show that by rendering malicious attachments into PNG images, our system removes the existing exploit code for all of 
the tested files (10 PDF, 10 Microsoft Excel, 10 Microsoft Word, and 9  
  
PNG files). We evaluated the security benefits of our approach with a randomized user study (n = 60). Our multi-
protocol user study shows that PellucidAttachment is usable and improves user security by helping them avoid 
exposure to malicious documents.  
 

To further the spirit of open science, we will release our implementation of PellucidAttachment under an open source 
license.  
 

The remainder of this paper is structured as follows. In Section, we provide background information on malicious email 
attachments. Section discusses related work. In Section , wepresenttheoverviewofourproposedapproach.InSection we 
discuss our threat model and our assumptions. Section describes a prototype implementation of our approach. Section  
presents an evaluation of the proposed system with real users and, finally, Section  concludes the paper.  
 

II. RELATED WORK 

 

Research studies related to email attachment security mostly focus on detection of malicious content at the spam or 
antivirus scanning layer or they only look at increasing user awareness by phishing training. In this section we covered 
the published work related to protection methods from malicious email attachment.  
 

Malicious PDF files can be created by embedding JavaScript, executable code, or any other content directly into the 
PDF. One of the most commonly used techniques to detect such attacks is structural analysis (e.g., checking n-gram 
features, the number of objects and the streams of the PDF file, etc.).Laskov and Šrndi´c 
,SmutzandStavrou,andŠrndi´candLaskov  perform structural analysis of PDF files to assess if the file is malicious. 
Other research groups, in contrast, have used reverse mimicry techniques to show that assessing structural features 
alone is not enough  for detecting malicious documents.  
 

Liu et al. present a different approach to detect malicious PDF files. The authors use both static and dynamic features 
for detection, and implement a prototype malicious PDF detector. They evaluated their system with real benign and 
malicious samples. These solutions rely on JavaScript exploitation of PDF files and ignore other exploitation 
techniques and other filetypes leaving users vulnerable to wide range of malicious files.  
 

In 2001, Balzer implemented a system called SafeEmailAttachments as a wrapper on Windows NT systems. Safe Email 
Attachments was designed to follow safety and active Content rules before the attachment was authorized to be opened 

 

SafeEmailAttachments successfully blocked the I-Love-You virus when the virus first started spreading However, it is 
limited by specific operating system and email client.  
 

One of the earliest malicious file detection studies based on ngrams is MEF; Malicious Email Filter In this work, 
authors introduce byte-sequences as a feature set to train their model. Since then n-grams analysis has been widely used 
in malicious file detection including MEADE  which is a recent study. In MEADE, authors collect malicious Microsoft 
Office document and Zip archive data from VirusTotal. They use deep neural networks (DNN) and gradient boosted 
decision tree ensembles to detect malicious email attachment. DNN model is able to detect 5 out of 9 Petya samples.  
 

Another early studies of decision theory approach on email securityisconducted by Dong-Her et al. Intheirwork, they 
utilize a popular probability model Bayesian Network to detect malicious emails. They include a discussion section 
specifically on management of email where they mention common human behavior and social engineering. Our 
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approach does not use any classification methods to find malicious or benign files, as a result does not have any false 
positive or false negative results.  
 

Human effect in security vulnerabilities has been investigated from a social engineering point of view and user training 
models have been suggested. Dodge et al. constructed phishing emails and used these phishing emails as part of their 
user trainingtoincreaseuserawareness.Withtheirunannouncedphishin g email attacks over two years, they have seen 
increased security awareness and decrease in providing sensitive information. In their study, Goel et al. look into how 
contextualized emails affect susceptibility of users in phishing email tests. Oliveira et al. examined deceptive cues that 
make messages more appealing to users. As a result of their study they claimed that user awareness is crucial to 
mitigate phishing effectiveness. To raise awareness, U.S. The Federal Bureau of Investigation published articles on 
Spoofing and Phishing and Business Email Compromise where attackers send emails to victims pretending to be from 
someone they would know such as a colleague or boss. During these attacks the victim is persuaded the email 
originated from a legitimate source and they act upon the email to provide requested action in the email.  
 

Malicious Email Tracking (MET) addresses the virus infection problem through email by using behavioral-based 
analysis Later, the authors proposed an approach that supports a wider scope of this online behaviour-based security 
system Muniandy et al. proposes a practical approach to educating Internet users using email screenshots. To increase 
the awareness of phishing emails, screenshots of dedicated phishing emails are shown to the Internet user. These 
screenshots highlight characteristics upon which a user can recognize phishing attempts. Both our and Muniandy’s 
approaches leverage visual impressions to let the user decide if the email is benign or  
 

malicious.However, our approach differ sin several fundamental ways. First, our approach is not primarily for 
educational purposes. Second, our tool processes every incoming mail. Third, our system generates an image for every 
single email attachment where as Muniandy uses eight pre-defined dedicated screenshots for educating people.  
 

Studying the effectiveness of security warning designs in the context of Human Computer Interaction (HCI) has been a 
particular focus of usable privacy and security. The authors, Petelka et alconducted a user study to compare the 
effectiveness of different warning designs in preventing users from clicking on phishing links in emails. The most 
effective method found in the study was forcing attention to the warning by deactivating the original link. In their study, 
Jaeger et al. used eye tracking and a post-experimental survey to assess how users collect security-related information 
cues. They have observed that situational information security awareness is positively impacted by a security warning. 
In 2021, Gutfleisch et alconducted a series of experiments to evaluate the effectiveness of different MS Office macro 
warning designs in preventing users from running malicious macros. One of the outcomes of the study was that the 
design of warning messages could mislead users and this may be a significant factor in why macros are frequently 
enabled. They have suggested conducting more usability tests of security features.  

distribution through email that integrate an anti-virus engine  oriented that a user can view the contents of an attachment safely  
 

 

 

Fig. 1. A malicious PDF file and a malicious PNG file were examined through different MUAs. Figure 1a is the preview of a 
malicious PDF file through GMail and 1b is the preview of the same malicious PDF file through Outlook. Figure 1c is the first a 
few lines of a PNG preview of a malicious PDF file. Similarly, a malicious PNG file delivered using GMail produced Figure 1d, 

and using Outlook produced Figure 1e. When the malicious PNG file was sent as an email attachment processed by 
PellucidAttachment, the user was delivered a rendered version of the original attachment shown in Figure 1f. 
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Moreover, there are commercial solutions for preventing virus SpyProxy was developed as a front end module that 
redirects HTTP requests to a virtual machine depending on the webpage contents. The webpage undergoes static 
analysis, and if the webpage has active content or has any non-HTML content types that are considered to be unsafe, 
the page is queued for dynamic processing. A performance analysis of SpyProxy revealed that it would add a 
considerable (600 ms) delay to each web page load. Furthermore, Radhakrishnan et al.  propose to leverage dynamic 
sandboxing to provide an isolated execution environment for potentially malicious content. These works drastically 
differ from PellucidAttachment, along two major directions. First, users can benefit from PellucidAttachment without 
changing the workflow or tools (e.g., mail clients) they are already accustomed to, and these tools do not need to be 
modified. Secondly, while virtual machines and sandboxes are at the core of the above-mentioned systems, 
PellucidAttachment merely uses virtual machines exclusively for the purpose of automatically rendering attachments 
into image files. A PellucidAttachment user is not inconvenienced by the existence of a virtual machine, nor is she even 
aware of its use.In summary, our proposed solution is substantially different from existing research. Our solution 
PellucidAttachment is user into their MTA These commercial tools claim to provide an image display of the delivered 
attachments similar to GMail and Outlook However, we could not gather any information about these commercial 
solutions to perform a comparative analysis. In order to compare rendering capacity of the main PellucidAttachment to 
these commercial tools we used the same malicious dataset obtained from Virus Total. As shown in Fig. 1, 
PellucidAttachment successfully revealed the content of the malicious attachments. Fig. 1 demonstrates that both 
GMail and Outlook fail to display any preview of the tested malicious files and provide any guidance to users.  
 

Additionally, there is a variety of research on isolation of execution environments for preventing attacks through email 
or web browsers where users can download a malicious file in a virtual machine. For example, Moshchuk et al. present 
an antimalware tool called SpyProxy. This tool detects drive by download attacks by rendering webpages in virtual 
machines. make informed decisions but it is not designed solely for educational purposes. Unlike previous work,  
 

PellucidAttachment does not try to distinguish between malicious or benign attachments. Instead, our approach 
converts attachments into images so that the user has an opportunity for safe decision making process without exposure 
to malicious content.  
 

III. BACKGROUND 

  
Many document formats, such as MS Word, MS Excel, PDF, and PNG documents, can be crafted to be malicious. Once 
exploit codeis inserted into the document,maliciousactivitycan be triggered, often just by opening and viewing the 
document. Document viewers or editors may be vulnerable to memory corruption exploits due to unpatched or zero-day 
security flaws, while some document formats such as PDF can also potentially contain malicious scripts.  
 

A. Document Vulnerabilities and Exploitation  
1) Attacks Via Microsoft Office Files: An attacker may be able to craft a malicious Microsoft Office file that runs 
arbitrary code when the document is opened. Some unpatched versions of Microsoft Office have memory corruption, 
elevation of privilege, denial of service, and similar vulnerabilities. A recent example is CVE-2016-7193  where RTF 
file content is not handled properly by the software, leading to the execution of attacker-supplied code.Macros are 
another popular method that attackers use to launch attacks. Macros are used to simplify common tasks by automating 
them in Microsoft Office.  
 

PNG files to cloak their exploits . While Stegano/Astrum and DNSChanger are used mainly in malvertising, Sundown 
is used to hide either the stolen info or the exploit code.  
 

B. Defense Against Malicious Files  
The best defense mechanism against malicious email attachments would be to prevent them from being downloaded to 
the victim’s system. However, this would require that benign documents can reliably be distinguished from malicious 
ones. Static or dynamic analysis techniques may be used to perform this detection.  
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Unfortunately, as explained in Section II, static and dynamic a However, this legitimate functionality may be used to 
deliver malware as well. In their paper Dechaux et al.  presented how attackers can create new documents with 
malicious macros and bypass existing detection mechanisms. Unfortunately, macros have been abused by attackers so 
often  that they have been disabled in recent versions of Microsoft Office. Nevertheless, an attack may be successful if 
the victim chooses to run the macro (e.g., through social engineering).  
 

 

 

2) Attacks Via PDF: A vulnerability in a PDF reader may cause arbitrary code to be executed on the targeted host. The 
complex structure of PDF files has historically provided attackers many opportunities to exploit memory corruption 
errors.PDFdocumentsmayalsobeabletorununauthorizedJavaScr ipt, ActionScript, and other types of malicious scripting 
code.  
 

An example of a recent Adobe PDF vulnerability  allows remote attackers to execute arbitrary code on vulnerable 
installations of Adobe Acrobat Reader DC . As examples of PDF attacks, Mimicus and reverse mimicry attacks are 
trying to hide the malicious content from a PDF malware detector by using machine learning techniqu. Where mimicus 
is trying to change the content of a malicious pdf file to match a benign PDF file’s features, in reverse mimicry the 
attacker hides malicious content in a benign file trying to make minimum changes.Attacks Via PNG: Imagemagick is a 
free software package that allows developers to programmatically manipulate images. As a result of its advanced 
capabilities, attackers may be able to craft PNG images that are malicious. For example, a recently exposed 
vulnerability was published on the Common Vulnerabilities and Exposures Database where an attacker can execute 
arbitrary code via shell meta-characters in a crafted image.Moreover, the PNG reference library libpng  is also 
vulnerable to various memory corruption attacks. CVE-201610087  is an example of the libpng vulnerability, where the 
attacker takes advantage of a null dereference bug in earlier versions of libpng. In 2016 Stegano/Astrum, DNSChanger 
and Sundown exploits used detection techniques have their limitations. As a result, once a malicious document falls 
through the cracks, the user needs to make a decision. In fact, in most of the attacks listed in the previous section, the 
attacker counts on the victim’s input such as downloading the malicious email attachment, opening a  
 

PDF file that launches a remote attack via JavaScript code, activating the macros of a Microsoft Office document, and 
viewing a PNG image that opens a backdoor on the compromised system. Previous research has determined that 
warning users frequently about the results of their actions may be unfortunately frequently ignored by users due to the 
underlying detection algorithms’ lack of precision (i.e., too large a false positive rate)  
  

 

 

Fig. 2. Email warning banners. In Figure 2a, a security alert banner is shown to Thunderbird users when there is an image or 
stylesheet embedded in an email message. Similarly, in Figure 2b another banner is shown to notify users about a suspicious 

email which might be a potential phishing attempt. Figure 2c shows 
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Fig. 3. Overview of the system. 

 

In this paper, rather than trying to detect malicious files that are spread through email, we adapt a generic defense 
approach that converts the potentially malicious document to a harmless image format. By doing so, we automatically 
remove and prevent the exploit.  
 

IV. SYSTEM OVERVIEW 

 

The key insight of our work is that email users have insufficient information to distinguish potentially malicious 
attachments from benign attachments. PellucidAttachment narrows this information gap by allowing the user to safely 
peek into the contents of each attachment without first downloading and opening it. Thus, if the provided information 
allows users to make better judgments, the security posture of email users is improved. PellucidAttachment provides 
this capability by modifying emails as they are received at the recipient’s mail transfer agent (MTA). In particular, 
PellucidAttachment modifies how the MTA processes incoming emails along two dimensions (Fig. 3). First, 
attachments of incoming emails are replaced by renderings thereof. Second, the system provides a mechanism to access 
the original unmodified attachments if the user so chooses.  
 

A. Replacing Attachments  
To replace incoming email attachments, PellucidAttachment follows a sequence of three consecutive steps for each 
attachment.  
1.Extract and Preserve Original Attachment: Upon receipt of a new email, PellucidAttachment parses the email content 
and extracts all attachments. Each attachment is then used in two ways. First, PellucidAttachment persists the 
attachment in case the user needs access to the unmodified attachment later on (see Section IV-B). Second, each 
attachment is subjected to a conversion process where its contents are rendered into an image.  
 

2.Render Attachment Into an Image:  
PellucidAttachment  
convertseachattachmentintoavisualrepresentation(i.e.,animage) ofitscontent. Forexample, thecontentsofaPDFdocument 
will be rendered into an image file that visually carries the same information as the original file itself. Note that the 
input to this rendering process are the potentially malicious attachments sent by the attacker. Thus, this conversion step 
warrants additional security precautions. To counter the situation where a malicious attachment attacks and exploits 
PellucidAttachment’s rendering infrastructure,allconversionisperformedinasandboxedvirtual machine that is restored to 
a known good state for each attachment. Furthermore, PellucidAttachment provides a firewall around the sandbox to 
prevent any communication beyond the MTA and the sandbox itself. Thus, for each attachment, PellucidAttachment 
requests the sandbox to convert the attachment into an image, and then retrieves the image from the sandbox.  
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3.Replace Original Attachment With Its Image: The final step carried out by the MTA replaces the original attachments 
with the rendered images thereof. In addition to replacing the attachments, PellucidAttachment also includes a link at 
the bottom of each email that allows the user to access the original unmodified attachment if needed.  
 

a. Accessing Original Attachments  
Sometimes, the user must access the original, unmodified attachment that was included in the email. This can become 
necessary if the user, for example, is required to fill a form or is expected to make modifications to a document. A user 
can gain access to the unmodified attachments by following the link at the bottom of the email. However, instead of 
providing direct access to the unmodified and potentially dangerous attachments, PellucidAttachment confronts the 
user with a security warning analogous to TLS certificate warnings used by all major web browsers. Thus, before 
gaining access to the original attachments, users have to acknowledge their awareness of potential negative impacts.  
 

V. THREAT MODEL 

 

As PellucidAttachment tries to protect recipients from email messages that include malicious attachments, we assume 
the following threat model. First, we assume that the attacker has a reliable way of delivering malicious emails to the 
victim. That is, the attacker has the capability to circumvent all of today’s frequently deployed defensive measures, 
such as spam filtering, anti-virus scanning of email attachments, or statistical models to detect malicious emails. 
Furthermore, the attacker knows about the software installed on the victim’s computer, and additionally knows of at 
least one arbitrary code execution vulnerability in one of the installed software packages. In addition to the 
vulnerability, the attacker has the capability to create exploits that target that vulnerability and include this exploit in a 
file of the format that will be processed by the vulnerable software if the victim opens the file.  
 

A concrete and realistic example is an attacker with knowledge of a vulnerable version of Adobe Reader installed on 
the victim’s machine, and a readily available exploit in the form of a malicious PDF file that will grant the attacker 
arbitrary code execution capabilities if it were to be opened with the vulnerable software.  
 

Beyond these capabilities, the attacker is also assumed to be aware of PellucidAttachment and its use by the victim, and 
he might want to attack PellucidAttachment itself instead of the victim user. Note that PellucidAttachment ’s main goal 
is to provide additional information about attachment content without exposing users to the potential threats therein. 
However, PellucidAttachment must and does provide the user with access to the original attachments if the user so 
chooses. Thus, while weassume that theattacker has the various technical capabilities outlined above, we also assume 
that the attacker does not have the capability to lure the user into downloading and opening the 
originalmaliciousattachment.Thisassumptionisrealisticwhenconsideringanattackerwhoindiscriminatelyattackshisvictims
. We argue that creating emails that convince users to download an attachment despite the provided preview, 
acknowledge the security warnings, and then open the resulting file, requires significant and more importantly 
individualized effort, and thus significantly raises the bar for the attacker.  
 

While operating in the above-stated threat model, PellucidAttachment tries to impose as few restrictions on users as 
possible and thus is deployed exclusively at the MTA of the recipient.Thisimpliesthatuserscancontinueusingthemailuser 
agents (MUAs) that they are most accustomed to without any changes to the client-side software. Furthermore, as 
PellucidAttachment operates in conjunction with the MTA, it is compatible with an enterprise setting where a company 
maintains its own email system. Deployed in this way, PellucidAttachment can seamlessly afford its protections to any 
user throughout the enterprise.  
 

VI. IMPLEMENTATION 

 

We implemented a prototype of PellucidAttachment on Ubuntu Linux  running  Postfix  as the MTA.  
PellucidAttachment introduces three additional components to an existing MTA: a content filter, the rendering sandbox, 
and a facility to provide access to unmodified attachments. We provide detail on each of these components in the 
following.  
 

A. Content Filter  
Postfixusesthetermcontentfilterforanysoftwarecomponent that inspects or modifies email data (including both headers 
and payload).Tosimplifytheprocessofcreatingcontentfilters,Postfix provides a standardized interface that 
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PellucidAttachment leverages. The MTA is configured to trigger the PellucidAttachment filter which in turn parses the 
body of each email.  
 

The content filter first extracts all attachments and preserves them should the user require access to them later on (see 
Section II). Subsequently, the attachments are sent to the rendering sandbox that converts each attachment into a visual 
representation thereof.  
 

Finally, the content filter replaces the original attachments with the renderings obtained from the sandbox, and inserts 
links at the bottom of the email to allow the user to fetch the unmodified attachments.  
 

To extract attachments from an email, the content filter parses the information contained in the message. Within a 
MIME email message, individual attachments are described through a content-disposition header field according to the 
specification in RFC2183.1  For example, to transmit UTF-8 formatted data through the ASCII SMTP protocol, the 
content needs to be identified and encoded appropriately. Fig. 4 shows an example where the UTF-8 formatted text of 
an email is labeled with a corresponding content type. Thus, Pellucid Attachment iterates over all attachments identified 
in this way and stores the original content locally to allow the user to retrieve the original attachment should that be 
necessary. Note that for security purposes, PellucidAttachment assigns new random file names when storing the 
attachments locally. This is similar in spirit and motivation to the sharing capabilities of systems such as 
GoogleDriveorDropbox.Thelongrandomfilenamesrepresent acapabilitythatpreventsattackersfromenumeratingoriterating 
over all attachments stored on the server. Moreover, these operations communicated through a trusted and 
privacypreserving infrastructure. As the next step, the content filter forwards each attachment to a sandbox to render its 
contents into an image.  
 

B. Rendering Sandbox  
The goal of the rendering sandbox is to convert a given attachment into a visual representation (i.e., an image) of its 
content.  
 

 

  

Fig. 4. Raw format view of an Email. 
 

Because the attacker might try to attack PellucidAttachment directly, the rendering sandbox operates in a virtual 
machine environment.  
 

Our prototype implementation uses the KVM hypervisor for this purpose. In a naive implementation, 
PellucidAttachment would spawn a new virtual machine from a known clean state for each attachment. However, to 
optimize performance without compromising on functionality, PellucidAttachment does not boot the virtual machine 
instance from a power-off state, but rather uses the snapshotting mechanism provided by the KVM hypervisor.  
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Of course, PellucidAttachment can only render attachments into images if the attachment is of a known file type. To 
achieve compatibility with a large number of file formats that are frequently used as email attachments, 
PellucidAttachment leverages off-the-shelf utilities such as the LibreOffice  Ghostscript, and Imagemagick . Thus, 
PellucidAttachment supports any format produced by Microsoft Office products, PDF and postscript content, and 
dozens of image formats.  
 

Our current prototype implementation renders each attachment into an image in the PNG file format. As all popular 
mail useragentssupportPNGfilesnatively,thisensurescompatibility with a wide user base. Once the attachment is 
rendered, the content filter receives the resulting image and continues to modify the content of the email.  
 

C. Replacing Attachments  
Toreplacetheconvertedattachments,thecontentfiltersimply replaces the content of the original attachment with the 
resulting images obtained from the rendering sandbox. While removing the original attachments is straightforward, 
PellucidAttachment must take care to insert the new images with the correct metainformation to describe the content 
type, length, and encoding.  
 

 

  

Fig. 5.  Warning page version 1. 

 

  

Fig. 6.  Warning page version 2. 
 

The filename of the converted attachment is assigned after the original attachments’ name (including the old extension), 
followed by the page number and new extension. Therefore, the recipient of the email can use the filename information 
of the file beside the image version of the attachment to decide the 
validityoftheemailattachmentbeforedownloadingtheoriginal attachment.  
 

In addition to  inserting  the  rendered  images,  
PellucidAttachment also modifies the content of the email to include hyperlinks to the unmodified attachments stored 
on the mail server. Of course, these links correctly refer to the randomized file names mentioned above.  
 

D. Providing Access to Unmodified Attachments  
Should users require access to unmodified attachments, PellucidAttachment serves the unmodified attachments via 
HTTP. To this end, our prototype leverages the popular NGINX HTTP server. Of course, it is straightforward to use any 
other HTTP server such as Apache or lighttpd instead.  
 

To request access to an unmodified attachment, the user simply follows the corresponding link that PellucidAttachment 
insertedatthebottomoftheemail.However,althoughattachments are served by a web server, the server prevents direct  
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access to the content and instead presents the user with a warning screen (see Figs. 5 and 6) modeled after the TLS 
certificate warnings found in all major web browsers. This warning informs the user of the potential negative 
implications of accessing the original attachment, and serves as a deterrent to unnecessary exposure to malicious 
documents. Only after the user has acknowledged that they want to proceed to download the original attachment does 
the download begin.  
 

VII. EVALUATION 

 

In this section, we present the experiments and results we obtained by evaluating PellucidAttachment along two 
orthogonal dimensions that aim to answer the following two research questions.  
 

RQ1: Does PellucidAttachment ’s rewriting capability prevent otherwise successful attacks? PellucidAttachment aims 
to improve the security of email users by rewriting email attachments with rendered images thereof. As the resulting 
images are included in the email, PellucidAttachment must ensure that any malicious components of the original 
attachments are filtered out during the rendering process. To demonstrate the technical efficacy of PellucidAttachment 
against successful attacks through email attachments, we evaluated PellucidAttachment with a variety of malicious 
files.  
 

RQ2: Does PellucidAttachment improve the security of email users? The rewriting capabilities implemented by 
PellucidAttachment provide additional information to the recipient of an email. Ideally, this additional information 
allows the users of our system to make better security decisions (i.e., whether they should open a given email 
attachment or not). To answer this research question, we performed an extensive user study on 60 volunteers.  
 

In summary, our evaluation found that PellucidAttachment answers RQ1 in the affirmative and demonstrates significant 
(i.e., almost 4x) improvements of the security of email users against malicious attachments as an answer to RQ2. The 
details of these experiments are presented next.  
 

A. RQ1: Efficacy of PellucidAttachment  
The technical efficacy of PellucidAttachment is determined by the system’s capability to replace malicious attachments 
with benign renderings of their contents. Thus, to evaluate this aspect of PellucidAttachment, we obtained a 
representative sample of malicious files whose file types correspond to those commonly used in email-borne attacks. 
We obtained our dataset of malicious files from Google’s VirusTotal service . In total, our dataset consisted of 39 
malicious files (10 . pdf, 10 . docx (i.e., MS Word), 10 . xlsx (i.e., MS Excel), and 9 . png).  
 

Once the files were confirmed as malicious, we composed one email per file and included the file as an attachment in 
the email.  
These  emails were sent to an MTA that ran the PellucidAttachment system. And we tested the effectiveness of 
PellucidAttachment by passing each one of the malicious file in our dataset through our system. To ascertain whether 
PellucidAttachment indeed strips the malicious functionality from replaced attachments, we opened each email with 
Thunderbird.  
 

Asexpected,wedidnotobserveanysignsofamalwareinfection after the attachments had been rewritten by 
PellucidAttachment. Additionally,wesubmittedallrewrittenattachmentstoVirusTotal and not a single alert was raised, nor 
was any of the submitted files labeled as suspicious.  
 

B. RQ2: Security Improvements for Email Users  
To assess whether PellucidAttachment improves the security of regular email users, we performed the following user 
study. As elaborated above, the rewriting capabilities offered by PellucidAttachment add information to the email that a 
user can leverage when considering whether she should open a given attachment or not. We consider that 
PellucidAttachment increases a user’s security if this additional information is sufficient for the user to decide not to 
open otherwise malicious email attachments.  
 

Thus, to evaluate PellucidAttachment ’s effectiveness in this regard, we designed a test scenario where participants 
were asked to read a series of emails. As the user study involves human volunteers as test subjects, we applied for and 
obtained approval from our university’s institutional review board prior to launching the experiments.  
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1.Study Design: Participants were initially unaware of the purpose of the study. Instead, participants were told the study 
was an “experiment to investigate the effects of interruptions on concentration and decision-making when multi-
tasking.” Each participant was debriefed and informed of the true goal of the study once she finished the experiment.  
 

2.Experiment Environment: Each participant in the study was provided with access to a Windows computer where 
Microsoft Office, Adobe Reader, and a pre-configured installation of Mozilla Thunderbird as the MUA were installed. 
The entire experiment was conducted in the context of the following fictitious scenario. We instructed study 
participants that they should assume the role of a graduate student aide in the university’s 
writingcenter.Asonewouldexpect,thisroleincludedtaskssuch as answering emails and reviewing and editing documents  
 

(e.g., for grammar and spelling) that other students at the university submitted (also via email). Furthermore, 
participants were told that they should assume that the provided email account was their private university account, and 
thus treat it with equal care as their real accounts. Finally, the experiment suggested the prospect of a PayPal gift card 
for exceptional service.  
 

Once the scenario was set up, each participant received a sequence of 16 emails. As this study focuses on email 
attachments specifically, the email set was structured as follows. Out of the 16 emails, 10 had no attachments, 4 emails 
featured malicious attachments, andtheattachments oftheremaining2emailswere benign. With this distribution we aimed 
to simulate real life experience of email flow for the test individuals. The focus of our attention was on whether users 
would open the 4 malicious attachments, and whether the introduction of a system such as PellucidAttachment would 
have a positive effect on this number (i.e., fewer opened malicious attachments). To identify whether users opened 
attachments, all interactions with the provided computer were screen-captured and evaluated by the authors.  
Truetothestudyprotocol,allinteractionbetweentheresearchers and the participants happened via email.  
 

1.Recruitment: We recruited participants on our  
university campusandthebroadermetropolitanareaviaemailthatexplains our study. In the recruitment email, we stated 
that participants do not need to share their private information to participate and we did not collect any personally 
identifiable information as part of the university’s institutional review board risk and confidentiality procedures. We 
only applied two criteria to prospective study participants. First, all applicants had to be between 18 and 49 years of 
age, and second, computer science students were excluded from the study. We excluded members from the computer 
science department to prevent any sort of security-knowledge bias that might be ingrained in CS students. Following 
this process, we collected 60 volunteers from a broad spectrum of occupations, backgrounds, ethnicities, nationalities, 
and gender. The study participants consisted of 45% students, 28.3% research assistants, 8.3% postDocs, 3.3% doctors, 
3.3% engineers and the remaining 12% with various occupations 9. We did not collect any Personally Identifiable 
Information (PII) that can be used to identify user directly or indirectly.  
 

2.Experiment Details: On average, each participant required 25 minutes to read and react to all of the 16 emails. 
Additionally, each participant spent around 10 minutes to complete the study protocol form, the consent form, and 
answer the security awareness questionnaire detailed later in this section.  
 

Of the 16 emails, the first and last email had the purpose of introducing participants to the system, and informing them 
that the experiment had concluded. The three emails following the introductory email consisted of two emails with 
benign attachments and one email without an attachment. The remaining eleven emails were a random sequence of the 
four emails with malicious attachments and the remaining seven emails with no attachments.  
 

The four emails that contain malicious attachments were modeled after real-world attacks as follows. One of the attack 
emails imitated a non-existent university division that invited students to register for courses and internships by 
submitting the attached document. Another attack email was composed to imitate a PayPal notification and allegedly 
included an attached invoice. The third attack email appeared to originate from the university’s human resources 
division and featured a subject line of “documents from work.” The email did not contain any text but included a PDF 
attachment with a filename of “everyones_updated_salary_chart.pdf”. The fourth attack email was designed to trick 
users into sharing their password and deleting their emails. The email was tailored to imitate an email from the 
ITdepartment.Itincludedafilenamed“account_confirmation“, and the users were told that their mailbox exceeded the 
storage limit.Theemailexplainedthatiftheuserswouldliketocontinue receiving email, they should fill out the attached 
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document with their username, password, and an error code that is inserted at the end of the email, and send the 
document back to the IT department.  
 

Protocols: We assigned the 60 participants in our study to four distinct groups. The control group and Groups 0, 1 and 2 
contained ten participants each. The remaining 20 participants were assigned to Group 3.  
 

The control group and Group 0 followed the study protocol without the protections afforded by PellucidAttachment, 
but Group 0 had a warning pop-up for the emails included 
attachments.ThedifferencesbetweenGroups1,2,and3wereconfi ned to the introductory email and the design of the 
warning page. As our results demonstrate, slight variations in the introductory email or the warning page can have 
positive effects on the realized security gains. We included the control group in our experiment 
toestablishabaselineagainstwhichwecanmeasure the improvements introduced by Pellucid Attachment.  
 

 

 

Fig. 7. Warning pop-up. 
 

TABLE I 
 

 

 

ParticipantsinGroup0askedtoverifytheemailsenderbefore downloading attachments whenever then received an email 
with attachments. The warning pop-up (see Fig. 7) blocks the user to download the attachment unless they state that 
they trust the sender.  
 

Participants in Group 1 received their emails through PellucidAttachment. The introduction email for Group 1 
contained a descriptionofthedifferencesinthestyleofemailtheparticipants would receive. This email described that any 
attachments would be included as an image only and that if the participant needed to access the original attachment, a 
link would be included at the bottom of each email. If a participant from Group 1 clicked a link to retrieve the original 
attachment, she was redirected to the warning page shown in Fig. 5. This initial version of the warning page provides 
two simple buttons to either proceed or abort.  
 

Participants in Group 2 performed the same experiments as thoseinGroup1wheretheonlydifferencewasthewarningpage 
that would open once a user requested an original attachment. Instead of the simple warning page used for Group 1, 
Group 2 uses a warning page that was inspired by Chrome’s certificate warning page. In particular, the ”Proceed” 
option was hidden, and would only become visible after the user clicked the ”Advanced Options” link on the warning 
page (see Fig. 6).  
 

Participants in Group 3 experienced the same warning page as those in Group 2. Additionally, these participants 
received a slightly different version of the introductory email which was 

designedtofocusparticipants’attentiononthepertinentcontent. To this end, we reduced the amount of text in the 
introductory email and highlighted operative words in bold-red typeface.  
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VIII. RESULTS OF USER STUDY 

 

After carrying out the experiment according to the protocols defined above and in Table I, we 
obtainedthefollowingresults.ThetenparticipantsintheControl Groupdownloaded25(or62%)ofthe40maliciousattachments. 
Recallthateachexperimentfeaturesfourmaliciousattachments, and thus ten participants will receive a total of 4 x 10 
malicious attachments. This protocol was conducted to assess the baseline behavior of users when they receive email 
attacks without the protection of PellucidAttachment. Group 0 warned by a pop-up  
 

TABLE II 
 

 

 

toverifythesenderbeforedownloadinganyattachmentandthey downloaded25(62%)ofthemaliciousattachments.Groups1,2, 
and 3 received processed emails where the original attachments are replaced with images depicting their content. Group 
1 had 10 participants, and they downloaded 15/40 (37.5%) of the malicious email attachments in total (see Table II). 
The more explicit warning page featured in the experiments for the ten participants in Group 2 further reduced the 
number of malicious attachmentsthatwereopenedtomerely9/40(or22.5%).Finally, the improved introductory email led 
to only 13/80 (or 16.3%) of downloaded malicious attachments among all 20 participants in Group 3. That is, 
PellucidAttachment reduced the probability of downloading a malicious attachment from 62.5% to only 16.3% with 
improvement of 3.8x when compared with the control group.  
 

IX. DISCUSSION OF EXPERIMENT RESULTS 

 

The aim of the user studyistoshowthatourproposedapproachindeedhelpsusersto make better security decisions. Besides 
the clear improvements introduced by PellucidAttachment, there was a trend of opening 
maliciousfilesacrossallofthegroups.Hence,theuserstudywas designed to deceive the participants. The content of the 
emails and the names of the attachments were chosen to lure users into downloading the attachments. Forty participants 
opened at least one malicious attachment, and twenty-nine of those participants across all groups downloaded the first 
malicious file they received, independent of the group they were assigned to. However, once participants learned about 
the relationship between the attachments and their images embedded in the emails, they read emails with attachments 
more carefully, and the frequency of downloading malicious documents decreased. Although our study was deliberately 
designed to deceive users, using our system helped them avoid downloading malicious attachments and decreased the 
malicious attachment download ratefrom62.5%to16%.Thereisalsoadecreaseindownloading benign attachments. 
PellucidAttachment already showing the preview image of the attached file. When PellucidAttachment is activated for 
Group 1, 2, and 3 the download rate decreased to 24/40 (60%). Therefore, users might not intend to download them on 
occasions. Users tend to download the original attachment when they need to modify or update or keep the original 
attached file.  
 

To assess the utility of the different design decisions in PellucidAttachment we assess the following:  
NullHypothesis1: Theprobabilityofdownloadingmalicious attachments is independent of the assigned experimental 
group and is not effected by improvement protocol.  
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Fig. 8. One-factor ANOVA test results for significance between malicious attachment group download rates. 
  

 

 

Fig. 9. Level of Education of participants and malicious attachment group download rates. 
 

TABLE III 
 

P-VALUES OF THE THREE PROTOCOLS AGAINST THE CONTROL GROUP 

 

 

 

To test the null hypothesis, we performed one-factor ANOVA test for significance between malicious attachment group 
download rates. Fig. 8 shows the statistically significant decreasing trend in download rates (P = 0.000187). Level of 
education of participants in each group is shown in Fig. 9. Using Tukey test, we also tested the pairwise response 
differences between the control group and each of the four groups. As Table III illustrates, individuals using 
PellucidAttachment, especially in Group 2 and 3, had significantly lower malicious attachment downloading rates 
relative to the control group. Unfortunately, a pop-up warning page didn’t help users because it did not have any 
information available for users to assess. We conclude that using an explicit introductory email and a warning page 
modeled after Chrome’s certificate warning significantly reduce the probability that users open malicious attachments. 
In our experiments, users of PellucidAttachment were almost four times less likely to open malicious attachments than 
users from thecontrolgroup.Assuch,wepostulatethatPellucidAttachment provides a significant increase in the security 
posture of regular email users against email-borne threats. However, once participants learned about the relationship 
between the attachments and their images embedded in the emails, they read emails with attachments more carefully, 
and the frequency of downloading malicious documents decreased. Although our study was deliberately designed to 
deceive users, using our system helped them avoid downloading malicious attachments and decreased the malicious 
attachment download ratefrom62.5%to16%.Thereisalsoadecreaseindownloading The second section contained three 
questions about anti-virus usage and virus experience. The third section contained five questions that covered computer 
security practices and habits of the participants such as whether they backup their data  



© 2025 IJMRSET | Volume 8, Issue 7, July 2025|                                           DOI:10.15680/IJMRSET.2025.0807047 

 

IJMRSET © 2025                                                   |    An ISO 9001:2008 Certified Journal     |                                                11403 

8) Security Awareness Survey: At the end of each experiment, we asked each participant to complete questions about 
theirsecurityawareness.Tothisend,weadministeredamodified version of the Security Awareness Survey published by the  
 

SANS Institute . We selected 20 out of 25 questions and grouped them into six sections.  
The first section contained five questions about password habits of the participants. The second section contained three 
questions about anti-virus usage and virus experience. The third section contained five questions that covered computer 
security practices and habits of the participants such as whether they backup their data. The fourth section contained 
two questions concerning the participants’ knowledge of data deletion. The fifth section had three questions that asked 
about online attacks, such as phishing. The sixth section had two questions which measured the security knowledge 
confidence of a participant. Wecollected theresponsesandcompared thefrequency ofgiven response in each group.  
 

Table IV summarizes the test statistics of responses to awareness questions based on six categories. Each statistic shows 
the statistical significance of difference between the responses from 4 groups. None of the question categories  
demonstrate significant difference indicating that individuals assigned to groups were uniformly distributed in terms of  
their security awareness backgrounds and leads us to assure an unbiased conclusion.  
 

X. DISCUSSION AND LIMITATIONS 

 

Spam and phishing prevention tools exist to keep users away from any malicious emails. In this study we focused on 
malicious email attachments, which might be in the form of spam, phishing, spear phishing, or even from a legitimate 
source where the sender is unaware of malicious activity contained inside the attached file.  
 

OuruserstudyaimstoanswerRQ2andshowtheeffectiveness of security warning design in the context of HCI. Although 
we demonstrated PellucidAttachment ’s effectiveness, there is potential for further in-depth research in security 
warning design. The effectiveness of security warning designs in avoiding malicious email attachments can be explored 
by collecting more interaction information such as eye tracking , mouse tracking, and post-experiment user experience 
survey   
 

One observation we had during our user study is that there is a decrease in downloading benign attachments. Since 
PellucidAttachment is already showing the preview image of the attached file, users tend to download the original 
attachment whentheyneedtomodifyorupdateorkeeptheoriginalattached file. For futurestudies,thiscould befurther 
investigated tolower the download rate to a minimum and benefit from local storage consumption.  
 

Based on our thread model, while PellucidAttachment prevents the spreading of generic malicious documents that are 
crafted for a general audience, users will still be vulnerable to malicious email attachments that are specifically crafted 
to render to a meaningful image that convinces the user to acknowledge the security warning, download, and finally 
open the original file. However, PellucidAttachment significantly raises the bar for the attacker by requiring an image 
to be semantically meaningful to elicit this user behavior. When users are provided the preview of attachments, if the 
attacker does not put in the effort to create an email with a malicious attachment that has a meaningful preview, as it is 
validated in the user study, users are more likely to recognize and avoid downloading the attachment.  
 

One of PellucidAttachment’s limitations is the lack of support for non-visual file formats. PellucidAttachment cannot 
render files that have no meaningful visual representation (e.g., binary files, or compressed archives). If the attacker 
creates files that cannot be successfully converted to PNG images the user is left withoutanyclue. However, as we 
cansee throught he statistics of not downloading the original files for both benign and 
maliciouscases,afterusingPellucidAttachmentforawhiletheusergetsfamili 
arwithitscapabilityandlimitations.Moreover,accordingto VirusTotal statistics  -which has been used in 115 academic 

TABLE IV SECURITY AWARENESS QUESTIONNAIRE SCORES BY 
GROUPS  
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papersbetween2008-2018[-,PellucidAttachmentcoversthe majority of the top 10 malicious file types that typically 
include malicious functionality.  
 

Another factor that needs to be considered is the scalability of the practical implementation of our proposed approach. 
PDF conversion takes a considerably long time and uses a lot of memory, especially when the PDF has multiple pages. 
However, we can assume that this overhead occurs on the MTA before the user receives the email. Yet, for email 
providers, dynamically scanning a malicious attachment consumes more resources than what PellucidAttachment needs 
to prepare a preview of the attached files.  
 

PellucidAttachment ’s rendered images can be used as a data source for a machine learning model to provide users a 
new informative warning signal about the maliciousness of the email attachment. Moreover, currently available 
malicious email attachment techniques can be supported by additional information gained by PellucidAttachment. For 
example, certain cues of an email that are gathered through dynamic analysis can be combined with the rendered 
images to increase malicious email attachment detection rate.  
 

PellucidAttachment ’s email content filter only replaces email attachments with corresponding PNG image versions. 
Our approach protects users from malicious documents by blocking  
These artifacts before theya re downloaded to the victim’s system. Clearly, the modifications that PellucidAttachment 
performs on emails would break any cryptographic signatures. However, PellucidAttachment could be augmented to 
either pass through (unmodified) cryptographically signed emails from verified and trusted senders or to re-sign emails 
with a trusted identity. The threat model of cryptographic signatures states that attackers cannot forge valid signatures 
of verified senders, and thus such amechanismwouldallowthesmallnumberofcryptographically signed emails to be 
authenticated correctly.  
 

XI. CONCLUSION 

 

In this paper, we proposed a novel defense mechanism against the prevalent threat of malicious email attachments. The 
core insight of our work is that today, email recipients have insufficient information to make an informed decision on 
whether a given attachment is benign (i.e., can be opened without concern) or malicious (i.e., opening the attachment 
poses a security risk). Our prototype implementation of PellucidAttachment narrows this information gap and replaces 
all attachments with images of their content. The conversion applied by PellucidAttachment strips any potentially 
malicious traits of an attachment while preserving the attachment’s visual appearance. This methodology provides 
additional information to users and allows them to make better-informed decisions on how to handle email attachments.  
We evaluated PellucidAttachment with an experiment on 39 malicious attachments that attack various vulnerabilities in 
realworld software. The transformations applied by PellucidAttachment successfully rendered all attacks ineffective.  
 

Additionally,  
Weper formed ane xtensive user study(n=60)that measuresand demonstrates the effectiveness of PellucidAttachment to 
protect potential victims from email-borne attacks. Our results indicate that PellucidAttachment reducesthe probability 
for an untrained user to open a malicious email attachment by a factor of almost 4.  
These results demonstrate that PellucidAttachment significantly raises the bar for attackers that seek to infect their 
victims through malicious email attachments.  
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